
 

 

1. Who we are 

Interactive Learning Diary Ltd (trading as "ILD") is a Scottish software company 

providing cloud-based nursery software systems to nurseries, schools, and 

playgroups across the UK. 

Company Number: SC414002 

Registered Office: Forest View House, Blair of Tarradale, Muir of Ord, IV6 7PY 

Data Protection Officer: Justin Evans 

Contact: dpo@interactivelearningdiary.co.uk | 0345 224 1172 

2. Our dual role 

We act as Data Controller for: 

• Website visitor analytics and cookies 

• Sales and marketing (CRM data) 

• Customer account management 

• Business communications 

We act as Data Processor for: 

• Children learning records entered by clients 

• Parent/guardian information in our systems 

• Staff records entered by clients 

• Any personal data clients input into ILD systems 

When we are Data Processor, your nursery/school is the Data Controller. 

Contact them about data in the ILD system.3. Information we collect 

3.1 Information You Provide 

 

Data Type Examples Purpose 

Contact Information Name, email, phone, job 
title, organisation 

Account setup, support, 
communication 
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Account Details Email, password 
(encrypted) 

Secure login 

Billing Information Organisation name, 
address, purchase 
orders 

Invoicing (we do NOT 
store card details) 

Support Records Emails, chat transcripts, 
call notes 

Customer service, 
technical support 

Trial Requests Contact details, 
organisation type 

Sales follow-up 

 

3.2 Information We Collect Automatically 

 

Data Type What We Collect Why 

Usage Data Pages viewed, time 
spent, navigation 

Website improvement 

Technical Data IP address, browser, 
device, OS 

Security, analytics, 
compatibility 

Location Data City/country from IP 
address 

Service optimisation 

Cookies See Section 4 Various purposes 

 

3.3 Children Data 

We do not collect personal data directly from children under 18. 

Children data in our platforms is controlled by their nursery/school. Parents 

should contact their child nursery/school for information about how that data is 

handled. 

4. COOKIES 

4.1 Essential Cookies 

These cookies are necessary for our website to function and cannot be switched 

off. 

 

Cookie Name Purpose Duration 

PHPSESSID Maintains your session Session only 

cookie_consent Remembers your cookie 
choice 

1 year 



 

 

auth_token Keeps you logged in Session or Remember 
Me 

 

4.2 Analytics Cookies 

These cookies help us understand how visitors use our website. 

Cookie Name Purpose Duration Set By 

_ga Distinguishes 
users 

2 years Google Analytics 

_gid Distinguishes 
users 

24 hours Google Analytics 

_gat Throttles requests 1 minute Google Analytics 

 

Google Analytics collects pages visited, time on site, referral source, device 

info, approximate location (city/country). 

IP anonymisation is enabled - the last part of your IP is removed before 

storage. 

4.3 Third-Party Cookies 

 

Service Cookies Purpose 

YouTube Various Video playback (privacy-
enhanced mode) 

Olark hblid, olfsk, wcsid, _ok, 
_okbk, _okdetect, _oklv, 
_okgid 

Live chat support 

 

4.4 Managing Cookies 

 

Cookie Banner: Choose your preferences when you first visit. 

Browser Settings: 

• Chrome: Settings > Privacy > Cookies 

• Firefox: Settings > Privacy > Cookies 

• Safari: Preferences > Privacy > Cookies 

• Edge: Settings > Privacy > Cookies 



 

 

Opt-Out Tools: 

• Google Analytics: https://tools.google.com/dlpage/gaoptout 

• Network Advertising: https://optout.networkadvertising.org/ 

5. How we use your information 

 

Purpose Data Used 

Providing our services Account details, usage data 

Customer support Contact details, support records 

Billing Billing information, payment 
confirmations 

Marketing communications Contact details, interaction history 

Website improvement Analytics data 

Security and fraud prevention IP addresses, login attempts 

 

5.1 Marketing Communications 

We send marketing emails to customers and prospects who have provided their 

contact details or given consent. 

To stop receiving marketing emails: 

• Click unsubscribe in any email 

• Email dpo@interactivelearningdiary.co.uk 

• Call 0345 224 1172 

We process unsubscribe requests within 5 working days. 

6. Who we share your data with 

We do not sell, rent, or trade your data. 

We share data only with the following service providers: 

Recipient Purpose 

Amazon Web Services (AWS) UK cloud hosting 

Google Analytics Website analytics 

Payment Processors Billing and payment processing 

Olark Live chat support 

Email Service Providers Marketing and support 
communications 



 

 

All data is stored on UK servers. 

7. How we protect your data 

 

Technical Security: 

• SSL/TLS encryption (data in transit) 

• AES-256 encryption (data at rest) 

• Encrypted backups 

• Strong passwords (bcrypt hashing) 

• Multi-factor authentication available 

• Regular security patching 

Organisational Security: 

• Role-based access controls 

• Staff data protection training 

• Confidentiality agreements 

• Regular security audits 

• Incident response procedures 

Physical Security: 

• Secure AWS UK data centres 

• 24/7 monitoring 

8. How long we keep your data 

8.1 CRM and Sales Data 

 

Data Type Retention Period 

Active customer data Duration of relationship + 12 months 

Trial/demo (no conversion) 3 months from last contact 

Lapsed customer data 12 months after non-renewal 

8.2 Platform Data (As Data Processor) 

 

Data Type  Retention Period 

Client databases 
(children, parents, staff) 

 Contract duration + 3 
months 



 

 

Media files (photos, 
videos) 

 Contract duration + 3 
months 

 

8.3 Other Data 

 

Data Type Retention Period 

Google Analytics 26 months 

Server logs 90 days 

Invoices and payment records 6 years 

Contracts Duration + 6 years 

After these periods, data is securely deleted. 

9. Accessing and updating your data 

9.1 Your Account Information 

You can update your account information by logging into your ILD account or by 

contacting us. 

9.2 Requesting Your Data 

You can request a copy of the personal data we hold about you. 

Contact us: 

• Email: dpo@interactivelearningdiary.co.uk 

• Phone: 0345 224 1172 

• Post: Justin Evans, Data Protection Officer, Forest View House, Blair of 

Tarradale, Inverness, IV6 7PY 

We will respond within 1 month. 

9.3 Correcting or Deleting Your Data 

If your data is inaccurate, you can request corrections. In some circumstances, 

you can request deletion of your data. 

Contact us using the details above. 

10. Data breeches 

If we experience a data breach affecting your information, we will notify you and 

take appropriate steps to secure your data. 



 

 

For breaches affecting client data in our systems (where we are Data Processor), 

we notify affected clients within 24 hours. 

Report security concerns to: dpo@interactivelearningdiary.co.uk or 0345 224 

1172 

11. Children Privacy 

Our websites and marketing are for businesses, not children. 

For children data in ILD systems, contact your child nursery/school. 

12. Links to other websites 

Our website may link to third-party sites. We are not responsible for their privacy 

practices. Review their privacy policies before providing data. 

13. Changes to this policy 

We may update this policy from time to time. 

Material changes will be communicated via email to customers and displayed on 

our website. 

Minor changes will be reflected in the Last Updated date at the top of this policy. 

14. Contact Us 

Questions about this policy or how we handle your data: 

Data Protection Officer: Justin Evans 

Email: dpo@interactivelearningdiary.co.uk 

Phone: 0345 224 1172 

Address: Forest View House, Blair of Tarradale, Inverness, IV6 7PY 

We aim to respond within 5 working days. 

 


